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Abstract
Software organization faces operational, technical and strategic risk. Hence, risk assessment is an important part of the decision-making
process of software activities. Software management process has gained relevant during the last years, however there is still growing need
of developing an innovative models that can support software practitioners in making decision to assess operational, technical and strategic
risk. Existing risk assessment models adequately provide valuable insights to software practitioners to identify and measure the magnitude
of risks associated in software activities, but they do not provide decision making support to software practitioners in assessing operational,
technical and strategic risk. Thus, the aim of this paper is to propose a risk assessment model to support decision making of software
practitioners when they assess risk that occurs in software management process. The developed model also provides software practitioners
with the required risk assessment process and components, when they assess risk in their organisation. Semi–structured interview was used
to collect data using two case studies involving a panel of software experts and software practitioners. Data was collected based on risk
assessment practices in their respective software organisations. The case study was analysed using descriptive and narrative analyses.
Results from the case studies shows that the current practice of assessing risk in software organisations is not effective due to inadequate
decision making support to software practitioners when they measure and quantify identified operational, technical and strategic risk.
Keywords: Risk, Risk Assessment, Decision Making, Software Organisations, Software Management

1.

Introduction

Risk is a combination of the probability of an event
occurring, and the impact or consequence associated with
that event. Risk management aims to manage and control
risk effectively. If a risk is not identified it cannot be solved
and trying to solve all risks is impossible. Thus, there is
need for a risk assessment model to assess and solve risks
in software management process (Abbinaya and Senthil,
2015; Feng, 2016). Risk assessment is the process of
identifying and analysing the probability and impact of
risk. Risk assessment in software based organisations is a
summary of information and analyses used to evaluate the
components of risk. Thus risk assessment is a systematic
process of measuring and quantifying risk. Risk assessment
assist in the selection of optimal or the most cost effective
strategies for measuring risk, using a transparent decision
making process (Sadiq et al., 2010; Omar, 2014). A
decision can be defined as the act of reaching a conclusion.
Good decision aids software management process to be
effective. Software organisation involves the knowledge,
techniques, and tools necessary to manage the development

of software services. Software organisations adopt rules
and regulations to guides practitioners in accomplishing
their aims and objectives. Software organisations policy
ensures that all of the project activities follow a certain
predefined process. Thus software team members can guard
against poor decision making through effective risk
assessment strategies. The increasing complexity and
dynamics of software process have plagued software
practitioners with operational, technical and strategic risk.
Therefore, risk assessment will assist software
organisations to improve their performance of software
projects (Xiaofei et al., 2014).
The assessment of risk is generally implemented by
measuring the risk magnitude which may be assessed by
considering two parameters: risk likelihood and risk effect.
However, there are other risk processes that need to be
considered in assessing risk in software organisations. In
software organisations operational, technical and strategic
risk can lead to failure of software based project and these
risks should be considered in the assessment process (Ionita
and Patriciu, 2014; Yao et al., 2016). Risk measurement is
therefore introduced to structure and evaluate these risk and
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integrate them into the decision making process when
assessing the risk (Nasirzadeh et al., 2013; Muhammad and
Adeel, 2014; Josua et al., 2015; Bokolo et al., 2015a). On
the other hand in assessing risk software organizational
knowledgebase is useful for supporting decisions making in
assessing operational, technical and strategic risks. The
assessment of risk can be done by software practitioners in
making crucial decision based on the identified risk.
An effective decision making in software organisations
can support software practitioners and software manager to
assign tasks to minimize and assess risks. However existing
model/frameworks lacks the capability to support software
practitioners in making decisions on how to measure and
assess risk. Therefore the objective of this work is to
present a risk assessment model that can support software
practitioners in making decisions when they measure
identified risks in software process. The structure of this
paper is organized as follows: Section 2 is literature review,
Section 3 is the methodology, Section 4 is the case study
findings, Section 5 is the proposed model, Section 6 is
discussion and finally, Section 7 is the conclusion of the
research paper.
2.

Literature review

Today’s software management process is usually
distributed and often complex, thus it is crucial to achieve
quality. Although software practitioners are concerned with
schedule and cost issues, their major focus is on how make
technical decisions. Software management process involves
several system that interacts together to carry out software
based objectives and goals.

However management of these software systems
includes tasks required to control, measure and assess
software risk that occurs. These management tasks are
nowadays performed by software practitioners who are
responsible for management of these risks (Nepomuceno
and Fontana, 2013; Adeel et al., 2014; Bokolo et al.,
2015a). Software risk management includes risk
identification, risk measurement and evaluation, risk
reduction or elimination, risk reporting and risk transfer
(Bajo et al., 2012).
Software based project success depends on the software
practitioner’s ability to manage and assess identified risks.
Therefore risk assessment provides a medium for software
practitioners to measure identified risk. Risk assessment
starts with software team training. The software team
subsequently meets to discuss how to assess the identified
risk assessment and to gain an understanding of risk
management practices and risk assessment activities
(Fayssal et al., 2015; Chi-An and Yu-Lun, 2015; Josua et
al., 2015; Wang and You, 2015; Mukesh et al., 2015;
Marko and Florian, 2015; Yao et al., 2016).
Fig. 1 shows the risk management process which
involves two primary steps each with three subsidiary
steps. The first primary step of risk management is risk
assessment and it involves risk identification, risk analysis
and risk prioritization (risk evaluation and risk mitigation).
The other step of risk management is risk control and it
involves risk management planning, risk resolution, and
risk monitoring (Davide et al., 2012).

Risk Management

Risk Assessment

Risk
Identification

Risk
Analysis

Risk Control

Risk
Prioritization

Risk
Evaluation

Risk Management
Planning

Risk
Resolution

Risk
Monitoring

Risk
Mitigation

Fig. 1. Risk management process (Davide et al., 2012).

Risk identification produces a list of all recognized
software risk factors which are likely to compromise
software project success. Risk identification technique may
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include examination of decision drivers, assumption
analysis and risk checklist. Risk analysis assesses the loss
impact and loss probability for each risk. Risk analysis can
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be carried out using techniques such as performance
models, network analysis, software cost models etc. Risk
prioritization generates a ranked ordering of the identified
risk. Risk evaluation involves highlighting the identified
risk according to defined classes of risk and their risk level.
By choosing an appropriate, operative risk aggregation
procedure (Davide et al., 2012; Chi-An and Yu-Lun, 2015).
Risk Mitigation is the sub phase in risk assessment
where by the risk is treated, avoided or transferred within
software project. This is the stage in risk management
involving our research because it’s the phase were decision
are made by software practitioner involved in managing the
software (Davide et al., 2012). The other step in risk
management is risk control and it involves risk resolution,
risk management planning and risk monitoring. Risk
control mainly aims to deal with the risks inherent in
software project and thereby exercise better control over
the software project and increase its chances of success.
The main steps in the risk control stage comprises of risk
resolution, risk management and risk monitoring. Risk
management planning helps prepare software practitioners
to address each risk item (Davide et al., 2012). Risk
resolution produces a state in which the risk are eliminated
or treated. Lastly risk monitoring involves tracking the
controlled risk progress toward mitigating the risk and
taking corrective action where appropriate. Risk monitoring

technique includes risk event log analysis and milestone
tracking.
However this research paper is mainly based on risk
assessment only. Therefore this research is aimed at
developing a risk assessment model with a detailed
description of the model main components and model
process which aims to support software practitioners in
making decisions on assessing identified risks.
2.1 Existing risk assessment framework/models
This section reviews existing risk assessment model and
frameworks. This will help in identifying the research gap
existing in this research domain. Sadiq et al. (2010)
designed a fuzzy multi benchmark decision-making for risk
assessment to tackle the limitation of human experts who
assesses risk solely based rely on their experience and
judgement to estimate the risk. Fig. 2 shows the risk
assessment model designed by Sadiq et al. (2010). The
model quantifies existence risks in a in a repository to
measure the risk. The model is applicable to identify and
evaluate the magnitude of risks using quantitative
approach.

Project
Risk

CMMI Quantitative Approach
Quantitative Calculation

PMR

Risk
Factor

Quantitative
Rule

Quantity
of Project

Risk
Taxonomy

Fig. 2. Risk assessment model using quantitative approach adopted from (Sadiq et al., 2010).

Choetkiertikul and Sunetnanta (2010) proposed a risk
assessment model using qualitative approach. The model
offers a balanced basis for quantifying and checking risks
and providing specific decision-making guide.
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The model is shown in Fig. 3. The model assesses
risk using quantitative approach thereby enabling an
instinctive collection of data to evaluate the risk in software
projects.
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Identity Context using Use
case diagram, Sequence
diagram, Security
requirements

Identify risk
using SSTA

Calculate risk
exposure

Compute degradation of key node safety
metrics (Probability of occurring)

Team Review and
Action Planning

Top N risk (Master
list of risk)

Risk Prioritization and
conduct ranking using
RRL

Fig. 3. Risk assessment model designed by (Choetkiertikul and Sunetnanta, 2010).

Previous models and frameworks proposed by other
researchers includes the works of academicians such as
Xiaofei et al. (2014) who designed a novel model for
software risk assessment. The model comprises of software
asset recognition, weakness analysis, consequence property
confirmation and risk calculation. The model recognizes
software assets using a “1 to 9” measures method using
Analytic Hierarchy Process (AHP) techniques to assess the
risk. The model computes the risk degree and the risk value
are calculated using weighted average method and
exponential method and respectively.
An automated risk assessment framework was proposed
by Morakot et al. (2014) using a practical method. The
framework helps in risk forecasting risk based on previous
risk case studies. The framework comprises of the learning
phase and the deployment phase. Abbinaya and Senthil
(2015) developed a decision table using neural networks for
effective software risk assessment. The developed approach
uses decision table to compare existing risk and based on
the compares method, analyse and produce an accurate risk
assessment result. The neural network assists and trains the
decision table using risk assessment training algorithm
which is used to compare old risk data that has been assed
and new risk that are yet to be assessed.
Chandan and Dilip (2015) suggested a probabilistic and
estimation model to assess software risk that occurs in
software based projects. The model uses a probabilistic
software risk assessment model is proposed using Bayesian
Belief Network (BBN) that emphases on the top software
risk pointers for risk assessment in software based projects.
Bokolo et al. (2015b) proposed a risk assessment model to
provide collaborative support among software practitioners
when they assess risk in their organisation. The model
provides collaboration and communication among software
practitioners. The model utilizes knowledge codification
and software agent technology.
Omar (2014) proposed an operational risk assessment
profile modelling for software quality calculation. The
model is based on previously measured software quality
assessment. The proposed model assist software
practitioners in making quality decisions in assessing
software risk related with software removal activities and
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defects detection. Muhammad and Adeel (2014) designed a
practical V-Model Methodology, using Unified Modelling
Language (UML) to model software risk assessment
vsualization to help software practitioners to access risk in
their organisation. The designed model provides solution to
reduce risks using UML and visualize the software
development processes in detail.
Nasirzadeh et al. (2013) presented a fuzzy group
decision making approach to assessing risk with a decision
making approach that will aid software practitioners in
selecting the best alternative to assess identified risk. The
components are risk avoidance, risk transfer, risk
assessment and risk acceptance. Moeinzadeh and
Hajfathaliha (2009) contributed by proposing a model
combining fuzzy decision making method to risk
assessment to make decisions that efficiently align software
processes and decisions to utilize risk opportunities while
concurrently minimizing risk. The model consists of two
parts: risk identification, risk measurement and risk
evaluation, where risk identification is the basis of risk
evaluation. Shikha and Selvarani (2012) developed a
proficient method of risk assessment using intelligent
agents. The researchers ventured into how intelligent agents
can be used in risk assessment by using enabling learning
agents, which integrates decisions of the agent and the
risks, but the current agent is capable of only identifying
risk.
Manalif et al. (2013) presented an effort contingency
model for risk assessment which helps to identify and
estimation the value of identified software risk. The
proposed model also integrates the effort estimation and
risk assessment strategies because these activities are
integral parts of the initial software project planning phase.
The model risk assessment precision is based on effort
estimates which also depend on the nature and level of the
risks that are essential in software based projects.
Moorthy et al. (2013) presented a risk assessment model
to reduce usability risk in software products. The model
comprises of risk identification, risk prioritization, risk
classification and risk analysis. The researcher mentioned
that if usability risks can be identified, the overall chances
of reducing risk of failure and producing usable software
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product could be increased. Moeinzadeh and Hajfathaliha
(2009) only address decision making in risk assessment to
make decisions that assist practitioners in minimizing risk.
The researchers did not provide a risk knowledge source.
The motivation for conducting this researcher is based
on the fact that the reviewed works only measure the risk
probability and risk impact using different techniques and
approaches. However the existing models and frameworks
do not provide a decision making support to assist software
practitioners when they assess operational, technical and
strategic risk that occurs in software management process.
Thus there is need for a model that will provide a
knowledge base support of past risk that has been measured
previously. Also the existing models/frameworks do not
consider the risk assessment components but only considers
the risk assessment process. Our proposed model will
consider the risk assessment process and components.
2.2 Risk assessment practices in software organizations
Software practitioners are faced with risk in their
industrial process. Thus there is need to assess the activities
of software process that can result to risk. Risk assessment
provides software practitioners with an accurate evaluation
of risks (Sendi et al., 2012). The magnitude of risk can be
assessed by considering two parameters: risk likelihood and
risk severity. Risk magnitude and risk impact is therefore
introduced and integrated into the decision making process
of risk assessment (IIonita and Patriciu, 2014).
Risk assessment starts with the establishment of a risk
assessment group that involves a range of experts with
different background/discipline and necessary experience
regarding software management. The risk assessment group
undertakes the review of risk data and information, and
resolution of risk criteria. The software members in risk
assessment group are required to review all information
related to the risks under consideration (Fayssal et al.,
2015). Technical and operational risks are inherent in
software usage in software organisations whose
performance requirements exceed the capabilities of current
software systems. If not assessed and solved early these
risks can have negative effects on software project’s cost,
schedule and effectiveness. Technical and operational risks
measure the probability and severity of adverse effects that
are inherent in the projects and associated with its intended
functions and performance requirements.
Technical and operational risk involves risk associated
with software process quality, precision, accuracy, and
performance over time of the developed software. In other
words, technical and operational risk involves the risk
associated within projects that meets intended functions
and performance (Mukesh et al., 2015). Most software
management processes are automated by software today.
Thus, software’s ever-increasing presence is following the
trend of sub specialization. Compiler and language
developers, real-time embedded systems experts,
management information systems, user interface
management systems, etc. All are examples of increasing
software system. The increase in the influence and usage of
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software systems essentially accompanies an increase in
operational and technical risk. Risk assessment in software
management also involves the upper and technical
management. Upper management: views risk almost
exclusively in terms of profitability, schedule, and quality.
Risk is also viewed in terms of the organization as a whole
and the effect on multiple projects or a product line.
Software practitioners are concerned with cost, quality
and schedules. Software practitioners in software
management process involve Technical staffs (software
engineers, hardware engineers) who are professionals
concerns primarily with technical details of components,
subassemblies, and products for one or more software
projects. This inability to produce quality software on
schedule and within a budget may be initiated by changing
requirements, new technology, inexperienced personnel,
inadequate management, or poorly developed cost or
schedule. However, software practitioners and software
management fail to communicate on these central issues
(Marko and Florian, 2015). Making a decision is a multistep process. Therefore, Laudon and Laudon (2012)
described four different stages in decision making:
intelligence, design, choice, and implementation. The
process are adopted when software practitioners making
decisions in software management process.
Problem discovery
what’s the problem?

Intelligence

Solution discovery
what are the possible
solutions?

Design

Choosing solutions
what’s the best
solution?

Choice

Solution testing
Is the solution working?
Can we make it work
better?

Implementation

Fig. 4. Decision making process (Laudon and Laudon, 2012).

Fig. 4 shows the decision making process that comprises
of four main phase. Intelligence consists of identifying,
discovering and understanding the risk occurring in the
software process, why the risk exists, where, and what
effects it is having on software management process.
Design involves identifying and exploring various solutions
to the risk. Choice consists of choosing among solution
alternatives and implementation involves deploying the
chosen alternative solution and continuing to monitor how
well the solution is working. What happens if the solution
applied or chosen by software practitioners does not work,
Fig. 4 shows that software practitioners can return to an
earlier stage in the decision-making process and repeat it if
necessary. Decisions are classified as structured, semi
structured, and unstructured in software management. Fig.
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5 illustrates the decision making pyramid showing the
software management members and software practitioners
involved in the decision making process.

Unstructured
Semi
structured
Structured

Senior
Management
Middle
Management

Operational Management
(Software practitioners)

Fig. 5. Decision making pyramid (Laudon and Laudon, 2012).

In unstructured decision making, the decision makers
provide judgment, evaluation, and insight to solve the risk.
Each of these decisions is novel, important and non-routine.
Software practitioners face many unstructured decision
situations, such as establishing their firm’s goals or
deciding new approaches to assess risk. However, the
answer would also require software practitioners to use
their own best judgment and inquire from other software
experts/managers for their opinions.
In semi structured decision software managers suggest
routines that can be applied to asses identified risk. Middle
management faces more structured decision scenarios but
their decisions may include unstructured components.
Whereas structured decision involves software
practitioners that assess risk in software management
process. Their responsibilities range from making
decisions, to writing reports, to attending meetings, and
assessing operational and technical risk.
3.

Methodology

This research adopted a qualitative research. The
research is based on 4 different phases as follows:
Literature
Review
Model
Development

Qualitative
Research

Case Study

Case Study
Analysis

Fig. 6. Research methodology.

Fig. 6 shows the research methodology process
implemented in developing the proposed risk assessment
decision support model.
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Phase 1 is the literature review which encompasses the
reviewing of journals, conference proceeding, books
literatures on risk assessment practices and process. This
phase is important, since it lays the foundation for the
research background and model development.
Phase 2 is the case study selection which comprises of
data collection using case study by interview. This phase is
carried out to confirm the risk assessment components and
process derived from the literature. The case study was
carried out using open ended interview. The case study
used purposive sampling where the informants are selected
based on their experienced and in depth knowledge of risk
assessment in their organisation.
Phase 3 involves the case study analysis of the interview
transcript which was analysed using a descriptive and
narrative analysis based on risk assessment process and risk
assessment components, because these are the modules of
the proposed model.
Phase 4 involves the model development which involves
the development of the proposed model. The model is
developed based on the risk assessment process and risk
assessment components derived from the literature and
confirmed form the case study session.
3.1 Case study section
Case study was used in this research. A case study is a
research strategy; it’s a choice of object to be studied. It is a
research design and it examines a phenomenon in its
natural setting, employing multiple methods of data
collection to gather information from one or a few entities
(people, groups, or organizations). This section focused on
descriptive justification of each selected organization based
on the organization people, activity, technology, quality
management and risk assessment process carried out by the
organization. The instrument of the case study is a semistructured interview. Two case studies were selected in this
research. A total of 6 software practitioners/experts were
interviewed in each case study to answer the interview
questions based on how their organization assess and solve
risk.
According to Yin (2004) the minimum number of
informants form a case study is 3 and the maximum is
unlimited. Thus data was collected from 6 informants via
open ended interview. The analysed data is used to confirm
the risk assessment process and components mention in the
literature review.
Case Study A is a private organization practicing risk
assessment by applying risk assessment methods. Currently
they responsible to plan develop and implement ICT
software activities and software projects in accordance with
its mission, that is, "To develop and enhance research and
development of enterprise systems through the provision of
comprehensive information technology/software system.
Case Study B is a software/IT based organization
practicing risk prevention and control by applying risk
maintenance to their software and hardware process.
Currently the department is responsible for managing and
controlling all software/IT infrastructures in their
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organizations’ at large. The findings from the literature
review and the case study was important as a basis for the
risk assessment model development.

Table 1 shows the interview questions used to collect
data on risk assessment practices in the 2 case studies.

Table 1
Data collection instrument.
Components &Process
People

Activities
Approaches

Technology

Procedure
Practice

4.

Questions
Who performs risk assessment?
•
Team or single person?
•
External (review) or internal?
•
IT People involved or other department?
•
Who are the best people in your opinion?
What criteria are needed to select people for risk assessment?
What are the activities involved in risk assessment?
How is the risk assessment carried out?
•
Quantitative or qualitative or others?
•
What are the methods used?
•
What techniques are used to perform risk assessment?
What technology is used for risk assessment?
•
Does the technology (hardware, software and network communication) used meet your expectations?
•
Name of technology used / how long has the technology been used / any problems using the
technology?
What are the procedures used for risk assessment?
In your opinion what are the possible practices involved in assessing risk?

Case study findings

Case Study A is a private organisation based in
Malaysian. The ICT division in this organisation implement
risk assessment/management practices on their IT/software
infrastructures. They have been in the software related
business for the past 16 years. The organisations staffs
consist of highly trained, experienced and knowledgeable
professionals and employ less than 100 practitioners.
4.1 Findings of case study A
People involved in risk assessment; Risk assessment is
performed by Internal IT personnel in teams (organization).
The criteria used to select people responsible for
performing risk assessment in their organization are skill,
experience and education, thus people (human) is a
component in assessing risk in software organisations.
Risk assessment activities; The activities involved in
risk assessment, the informants choose risk rating,
screening examination of risk drivers, assumption risk
analysis, review solution, benchmarking, cost benefit
analysis, benchmark to state, mission knowledge mapping
& standard risk management plan and added that the risk
assessment should also be an activity for the assessment of
risk. These activities are used for risk identification and risk
measurement by the practitioners in their organisation.
Technology used for risk assessment; the software
organization uses some technology such as Malaysian Risk
Assessment Methodology Application (MIRAM) for risk
assessment and for network communication (VPN, firewall,
IDS, WAF and Antivirus) are used. However the
informants mentioned that the current technology has been
used for 10 years, but the organization has been
experiencing license renewal subscription cost yearly for
the security software that carters for risk assessment. Thus
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the hardware and software are components for assessing
risk in their organisation.
Risk assessment approaches and procedures; The
informants selected record keeping, proper documentation,
structured workshop, feedback form, maintenance
procedures, check list, training, cause-and-effect analysis,
root cause analysis as procedures for risk evaluation in their
organisation. The informants added that team discussion is
also a procedure used for risk communication among the
project team members in correlation to the identified risk
that is being assessed.
Current risk assessment practices (process); Lastly the
informants agreed that the risk assessment process should
include
estimation
(evaluation)
and
monitoring
(Communication) of the probability and magnitude of risk
(Evaluation), calculation of potential risk using quantitative
data (Measurement), provision of suggestions via database
for monitoring activities, supporting collaborative decisionmaking process among risk assessment practitioners and
they suggested that the model may also have risk
prediction, to forecast the risk effect for organizations
continuity and to improve/educate software practitioners.
4.2 Findings of case study B
Case Study B is also a Malaysian based organization
that practice risk assessment in their ICT department. This
organization has 103 fixed staff including professional and
semi-skilled ones and it is working on design and
software/IT infrastructures maintenance and installation
services.
People involved in risk assessment; risk assessment is
performed by internal and external IT (ICT members
(expert and organisational staffs) personnel in teams. The
criteria used to select people (Human) responsible for
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performing risk assessment in their organization are skill,
experience and education.
Risk assessment activities; for the activities involved in
risk assessment the informants mentioned informal/formal
meeting and preventive maintenance as activities used for
risk identification and risk measurement by the
practitioners in their organisation.
Technology used for risk assessment; the organization
uses some technology such as windows 2003 server
windows, 2008 server, and switches/router. Thus the
computer hardware and computer software are components
for assessing risk in their organisation.
Risk Assessment approaches and procedures; the
informants selected Maintenance procedures, proper
documentation, checklist as approaches and procedures
used for risk evaluation and structures workshop and
formal meeting as procedure and activity used for risk
communication. The risk communication is used to discuss
about the identified risk that is to be assed in the
organisation.
Current risk assessment practices (process); the
informants added that risk assessment process should
include monitoring (communication) of the identified risk.
Also the informants added that risk decision should be one
of the processes in carrying out risk assessment by
measuring and evaluating the risk.
5.

Proposed model

It is essential to develop a risk assessment model to
support software practitioners in making decisions on how
to measure risks in software management process. It is

imperative to design an approach that utilizes data from
knowledge base of past assessed risk impact and
probability. However, the risk impact and probability are
dependent on many components such as human factors,
workplace factors, material factors and equipment factors
etc., which are difficult to quantify and adequately measure
in a traditional way. However, these components should be
taken into consideration in the risk assessment process so
that a reliable result can be obtained, in order to assess the
risks associated with in software management process.
Fig. 7 shows the proposed model aimed to assist
software practitioners in assessing operational and technical
risk in their organisations pertaining to software usage and
software project development. The model considers the
components that lead to operational and technical risk. The
components are seen in Fig. 7 as the hardware, software,
human and the organisations or management. The model
supports software practitioners in assessing risk; as a
decision support tool based on the risk data from the
knowledge-base.
The knowledge base contains past experience on how
experts assess and control and quantify operational,
technical risk. The proposed model is developed base on
the findings from the review of existing risk assessment
components
(Human,
Hardware,
Software
and
Organisation) and confirmation from the case studies
findings. The developed model is also similar to previous
work of Noraini et al. (2015a). Whereas as the risk
assessment process in the model (Risk identification, Risk
Measurement, Risk Evaluation and Risk Communication)
is derived from review of literatures in Section 2.1 of this
research paper and from the findings from the case studies.

Risk Identification
Human
Risk Measurement
Hardware
Risk Evaluation

Risk Communication

Knowledge
Base

Software
Organisation

Risk Mitigation Result

Fig. 7. Proposed risk assessment model in software management.

Fig. 7 shows the proposed risk assessment decision
support model in software organisations. The model
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process involves the identification, measurement,
evaluation, communication and mitigation of risk through
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the four risk components; human, organizational, hardware
and software. The model aims to assist software
practitioners in risk assessment process in software
organisations based on the questions; (1) what can go
wrong? (2) What is the likelihood that it will go wrong? (3)
What are the consequences? These questions assist
software practitioners in carrying out risk assessment in
software organisations. To answer the three questions
relating to in the risk assessment process, software
practitioners need assistance from knowledge. The
knowledgebase comprises of risk data that related to the
four major sources of risk in software based organisations
which are risk from hardware, software (includes software
used in the development of software) organizational and
human factors.
The proposed model assist software practitioners to
identify what might go wrong and plan on what they might
do about it. Software practitioners have to assess the risks
that may affect a project, monitor these risks, and take
action if problems arise. Risks may affect the project, the
software that is being developed, or the organization. Thus
the proposed model is important to assist in measuring the
risk based on the risk impact and risk probability.
5.1 Risk assessment model process
Table 2 shows the risk assessment model process in
software management process.
5.2 Risk assessment model components
Table 3 shows the components for risk assessment in
software management process.

5.3 Risk likelihood and effect measurement
Risk effect and likelihood measurement is the systematic
process to understand the nature of risk (by finding,
recognizing and describing the risks) and to deduce the
level of risk (by assigning values to impact and their
probability) (Bokolo et al., 2015a; Chandan and Dilip,
2015). Risk effect and likelihood measurement provides the
basis for making decisions about risk assessment as seen in
Fig. 8, Table 4 and Table 5 in this research paper. During
the risk measurement phase, software practitioners have to
consider each identified risk and make a judgment about
the effect and likelihood of that risk.
Software practitioners normally rely on their judgment
and experience of previous projects and the problems that
arose in them. It is not possible to make precise, numeric
assessment of the effect and likelihood of each identified
risk (Adeel et al., 2014; Bokolo et al., 2015b; Chi-An and
Yu-Lun, 2015). Once the risks have been measured and
ranked, software practitioners can make decisions on which
of these risks are most significant. Risk measurement
depend on a combination of the impact of the risk arising
and the likelihood of the risk. Also the effect and likelihood
of the risk can be saved in the database and can be reused
to guide other software practitioners when they assess risk
in future.
Table 4 and Table 5 shows the likelihood and effect
scoring guideline for assessing risk based on the
measurement of the risk to be assessed. The measurement
is to be used by software practitioners in measuring
identified risk. The application of this can be seen in Fig. 8
in this research paper. Where the identified risk is measured
and assessed based on the risk impact and risk probability.

Table 2
Risk assessment model process.
Process
Risk Identification

Risk Measurement

Risk Evaluation

Description
Produces lists of the projects-specific risk items likely to compromise a project success. A typical risk
identification technique includes examination of decision drivers, assumption analysis, and checklist (Sadiq
et al., 2012; Noraini and Bokolo, 2015a, Davide et al., 2012; Bokolo et al., 2015a, Nasirzadeh et al., 2013;
Adeel et al., 2014; Ionita and Patriciu, 2014; Omar, 2014; Noraini et al., 2015c; Marko and Florian, 2015;
Wang and You, 2015; Josua and Jaka, 2015; Bokolo et al., 2015b).
Computes the risk likelihood and risk effect for each identified risk item based on the magnitude of the risk
(Davide et al., 2012; Bokolo et al., 2015a; Nasirzadeh et al., 2013; Ionita and Patriciu, 2014; Adeel et al.,
2014; Noraini et al., 2015c; Josua and jaka, 2015).
Produces a ranked ordering of the identified and measured risk items using techniques such as risk exposure
analysis, risk reduction leverage. Involve cost-benefit analysis) (Davide et al., 2012; Adeel et al., 2014;
Xiaofei et al., 2014; Chi-An and Yu-Lun, 2015; Josua and jaka, 2015).

Risk Communication

Includes status reporting on the execution of risk tracking and tracing in terms of probability, impact and
risk metrics (Bokolo et al., 2015a; Chandan and Dilip, 2015; Adeel et al., 2014; Adeel et al., 2014; Chandan
and Dilip, 2015).

Risk Mitigation Result

Involves the decision making and treatment of the risk that has been measured and evaluated. The
assessment result is used to treat the operational and technical risk (Sadiq et al., 2012; Omar, 2014; Noraini
and Bokolo, 2015a, Davide et al., 2012; Bokolo et al., 2015a, Nasirzadeh et al., 2013; Noraini et al., 2015c).

Knowledge Base

The knowledgebase stores risk assessment rules, standards and technical guidelines that provides support of
past accessed risk that is utilized by software practitioners to make decisions on how to assess new risks
(Sadiq et al., 2012; Adeel et al., 2014; Omar, 2014; Noraini and Bokolo, 2015a; Bokolo et al., 2015a,
Nasirzadeh et al., 2013; Noraini et al., 2015c; Marko and Florian, 2015; Wang and You, 2015).
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Table 3
Risk assessment model components.
Components
Human

Hardware and Software

Organization

Description
Since software management process is an intellectual, labor intensive activity, the role of humans must be carefully
understood to properly assess risk. The quality of decision making is based on the experience and background of
the decision maker(s). That is, one can have all the relevant data and still make the wrong decision because of a
lack of knowledge of how to apply the information (Sadiq et al., 2010; Davide et al., 2012; Choetkiertikul and
Sunetnanta, 2010; Nepomuceno and Fontana, 2013). Thus the human (Software practitioners) are a determinate in
making decisions related to risk assessment.
Software can also hinder the performance of hardware if its functions and interaction with hardware are not well
understood. Thus, a change of software component can affect the performance of other software components and
hardware components (Xiaofei et al., 2014; Muhammad and Adeel, 2014; Ionita and Patriciu, 2014; Bokolo et al.,
2015a; Chi-An and Yu-Lun, 2015). Thus hardware and software are determinant components to be considered by
software practitioners when they assess risk in their organisations.
The organizational level at which risk is identified is often different from the level at which decisions can be made
and implemented. Thus, these different levels must interact effectively. To improve interaction within the
organization, a common language must exist in addition to common definitions, common understanding, and a
feedback mechanism for all decision makers (Shikha and Selvarani, 2012. Manalif et al., 2013; Adeel et al., 2014;
Noraini and Bokolo, 2015a; Fayssal et al., 2015; Chi-An and Yu-Lun, 2015). Therefore the organizational
management is a major determinant in decision making process when assessing risk in software management
process. The organizational management sets all the policies and standards to be adhere to when assessing risk.

Table 4

6.

Discussion

Likelihood scoring guideline for risk assessment (Bokolo et al., 2015a).
Value
9-10
8-7
6-5
4-3
1-2

Likelihood/Probability Level
Very likely to occur
Will probably to occur
Equal chance of occurring or not
Probably not occur
Very unlikely

Table 5
Effect scoring guideline for risk assessment (Bokolo et al., 2015a).
Value
9-10
8-7
6-5
4-3
1-2

Effect/Impact Level
Very Significant
Significant
Significant and insignificant is equal
Insignificant
Very insignificant

Fig. 8 shows the risk effect and impact measurement.
From the graph the impact is the same as the risk effect and
the probability is the same as the risk likelihood. This
measurement is used to quantify the risk as utilized by
researchers such as Sadiq et al. (2010); Davide et al.
(2012); Choetkiertikul and Sunetnanta, (2010) who used
similar techniques in measuring risk in their proposed
model.

Fig. 8. Risk effect and impact measurement (Bokolo et al., 2015a).
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Information has become an essential resource for
managing modern organizations. This is so because today’s
software environment is volatile, dynamic, turbulent and
necessitates the burgeoning demand for accurate, relevant,
complete, timely and economical information needed to
drive the decision-making process in order to accentuate
software organizational abilities to manage opportunities
and risks. The effectiveness of software management
process is dependent on the quality of decisions that
informs its software operation. If decisions are right, it
translates in positive software outcomes, but where
software activities are executed in conditions of poor
decisions resulting from insufficient or inaccurate
information, such software process could be ruined. This is
why decision making is a major determinant of software
management’s success or failure. Decision making is the
process by which software practitioners choose specific
course of action in response to threats and opportunities.
Good decision result in courses of actions that help
software practitioners to be effective, the opposite is its
reverse (Omar, 2014).
Risk assessment is referred to as the critical process to
aid software organisations achieving the new business
changes, future investment in information and information
system. In software organisations, the management
perspective is included in the assessment and mitigation of
risks. In general, risk assessment in software management
process refers to an essential process aimed at supporting
software enterprise achieving the new business changes,
future investment in information and information system,
an increasing IT threats and an increasing dependence on
delivering information in system (Lainhart, 2010; Noraini
et al., 2015b; Nancy, 2016).
Risk assessment in software organisations provides new
approaches and methods for software managers to carry out
both their traditional and newer roles, enabling them to
monitor, plan, and forecast with more precision and speed
than ever before and to respond more rapidly to the
changing business environment. Risk assessment in
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software organisations have been most helpful to software
managers by providing support for their roles in
disseminating information, providing liaisons between
organizational levels, and allocating resources. Risk
assessment is an important part of planning in any software
project because it allows software practitioners to predict
potential risk that will affect the project and take steps to
mitigate those problems. Therefore including risk
assessment practice in project plan is an effective way to
keep software project from being derailed by surprises or
emergencies. Potential risks should be identified, and the
relative probability and impact of each risk should be
estimated.
Decisions can be structured, semi structured, or
unstructured, with structured decisions clustering at the
operational level of the organization and unstructured
decisions at the strategic level. Decision making can be
performed by individuals or groups and includes software
practitioners as well as operational, middle, and senior
managers (Noraini and Bokolo, 2015b). There are four
stages in decision making: intelligence, design, choice, and
implementation. Existing models/frameworks developed to
support decision making in assessing risk do not always
produce desired output, thus software practitioners faces
difficult in making decisions on how to assess operational
and technical risk that affects software performance.
Therefore there is a need to assessment both operational
and technical risk in software management process.
7.

Conclusion

The concept of risk became popular during the 1920s.
Since then, it has been successfully used in theories of
decision making in computer science and decision science.
Risk is defined as an uncertain event that, if it occurs, will
have a negative effect (KarimiAzari et al., 2011; Ionita and
Patriciu, 2014). Risk management is a series of steps that
helps software teams to understand and manage
uncertainty. Risk assessment is an important part of
decision making process in software management. Risk
assessment is the critical procedure of risk management.
Despite many scholars, academicians, researchers and
practitioners recognizing the risk assessment models in
projects, insufficient attention has been paid by researchers
to develop a risk assessment decision support model.
This research paper adopts a qualitative research that
utilized case study to investigate how risk is being assessed
in software based organisation. The case study was carried
out through open ended interview questions using
purposive sampling in 2 Malaysian based software/IT
organisations with a total of 6 informants. The case study
was analysed using descriptive and narrative analysed
based on the risk assessment process and risk assessment
components. Findings from the case study shows the
identified process and components (technology, the people
in the organisation that are involved in risk assessment, the
activities, procedures, approaches) used in assessing risk.
Findings from the case study also highlights on type of
people that makes decision on how to assess the risk in
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software organisations and lastly the current practices used
by software practitioners in assessing risk in their
organisation. The findings from the case study are in line
with the earlier findings from the literatures (finding from
the existing works as seen in Section 2.1 of this research
paper). These findings are used in the development of the
proposed risk assessment model for supporting decision
making in software management process.
The advancement of the developed model with exiting
risk mitigation models/framework supports software
practitioner in making decisions on how to measure and
assess risk in software organisation based on the
knowledgebase. This is lacking in existing models were the
risk are only measured alone, also existing works do not
consider the risk assessment component but only
concentrates on the risk assessment process. Thus the
proposed risk assessment model can assist software
practitioners to measure and assess operational and
technical risks which affect software management process.
The model can successfully identify, quantify measure,
evaluate, and provide assessment results for risk
assessment. The model provides support for software
practitioners in making decisions based on the risk
components and risk assessment process. The risk
components (human, hardware, software and organisation)
and risk process (identification, measurement, evaluation
and communication) are stored in the knowledgebase and
are utilized by other software practitioners in assessing risk
in their software management process. The risk assessment
process and components are retrieved form the
knowledgebase and are utilized as decision making support
by software practitioners.
The practical implication of this research is that this
research is based on a qualitative study; hence there is need
to carry out a quantitative research study in line to the
research to validate the model process and model
component derived and confirmed from the case study
section. Also there is need to utilize the developed model to
implement a risk assessment system to support software
practitioners in making decision in software management
process.
The research limitation of this research is that this work
is carried out in Malaysian based organisations. Thus the
results from the case study cannot be generalized to other
countries. This research is also based on qualitative study
by case study. If a quantitative approach is adopted the
results might differ. The practical limitation of this research
is that our model depends on past experience of risk experts
that is added to knowledge base. The information of
assessed risk is based on the risk components and risk
process added by human experts. Thus there is need to
enhance the model to be more autonomic. This will enable
the model to be intelligent to suggest risk assessment
recommendations to software practitioners.
Future research direction will involve the integration of
multi software agents and knowledge mapping techniques
into the proposed model. The autonomous nature of
software agents will support and recommend risk
assessment suggestion to software practitioners in assessing
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operational, technical and strategic risk that occurs in their
organisation. Since the present model knowledge is based
on expert knowledge. The agents can support software
practitioner in measuring the risk probability and risk
impact automatically and saving the risk details in the
knowledge base by mapping the risk information. Lastly
there is need to conduct this study using a qualitative
research study.
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